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Videdlnich pfipadech, je-li pfi instalaci ponechané defaultni nastaveni (prednastavené vyrobcem), nemusime
program McAfee ve vétsiné situaci (hlavné u lokalnich instalaci) nijak nastavovat.

Po instalaci programu pozna veskera sitova pfipojeni a jako vétsina antivirl bude chtit nastavit, jestli se jedna o
domaci, vefejnou nebo pracovni sit. Samoziejmé vyberete dle skute¢nosti — od tohoto nastaveni se odviji stuper
ochrany.

U McAfee

/4 New Internet Connection Detected

Your PC is connected to a new network. Assign either the Public,
Home, or Work security level to it. Security levels determine the
types of traffic Firewall allows.

About This Connection
Gateway: 10.10.10.11
Mask: 255.255.255.0

Learn more

More v

pe—

| Do not show this alert again

[ Public ] y Home ’ [ Work }

Co se tyce programu Duel, nemélo by v defaultnim nastaveni (od vyrobce) dochdzet k blokacim. To samozifejmé plati
pro idealni pfipady.

V praxi urcité mohou nastat i situace, kdy preci jen k néjaké blokaci dojde, pravdépodobné by se mohlo jednat pfimo
o soubor pro pfipojeni vzdalenou spravou jsw-vzdalena-sprava.exe. Pokud tato situace nastane, musime, bud'
jednotlivé soubory, nebo cely adresar DUEL, nastavit do seznamu povolenych vyjimek.

Nastaveni povolenych vyjimek

1. Vsystémové listé klikneme pravym tlacitkem mysi na ikonu programu McAfee a potvrdime volbu Open
McAfee Antivirus Plus.
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2. Vzobrazeném okné klikneme na Sipku u moznosti Firewall.

X

-3

Home

Navigation
Subscription
Help

W) McAfee ‘ AntiVirus Plus

= | B jii

J ’ Your computer is secure (no action required)

+’ Real-Time Scanning:On >

5/29/2011, 4:00 AM

Date of your next scheduled
scan

« Firewal:On > —
View Security Report

+/ Subscription: Activate by 6/9/2011 >

" Updates: Current >

Features

Virus and Spyware Prote::tion v
Web and Email Protection v
Data Protection p— v .
Home Network - v
PC Optimization - v 7‘

3. Nyni po pravé strané potvrdime nabidku Settings.

-3

Home
Navigation
Subscription
Help

W) McAfee ‘ AntiVirus Plus

= | B jii

/ ’ Your computer is secure (no action required)

+ Real-Time Scanning: On >

" Updates: Current >
+” Firewall: On

+/ Subscription: Activate by 6/9/2011 >

Features

Virus and Spyware Pr;ﬁon v
Web and Email Protection v
Data Protection o v .
Home Network - a2
PC Optimization - v 7‘
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4. Ddle rozklikneme Sipku v nabidce Program Permissions.

Home

Navigation
Subscription
Help

J ’ Your computer is secure (no action required)

W McAfee ‘ AntiVirus Plus

- | B fii |

Firewall: On

Firewall protects your PC against intruders who can hijack your PC or steal personal
information, and polices the information your PC sends and receives. Learn more

Restore Defaults | | Turn off |

Security Levels v
Smart Advice and Advanced Settings v |
: Firewall History v |
Program Permissions — "v
Connections v \
[ Ports and System Services v
 Attack Detection v

Home
Navigation
Subscription
Help

'Y McAfee

AntiVirus Plus

- | B jii [

Firewall: On

Firewall protects your PC against intruders who can hijack your PC or steal personal
information, and polices the information your PC sends and receives. Learn more

Restore Defaults | | Tum off |

; Program Permissions ~
Manage and create permissions for existing and new programs that require E
incoming and outgoing Internet access. Learn more
Program Access
{ > | McAfee Process Validation Service Full
( Full

>) '@ synchronization Application

( 3‘ = picrosoft® Windows Live ID Service FUll
;‘ [ sQL Browser Senvice EXE Full
@) @ mcaree Alert host Full =™
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6. Nyni musime nalistovat blokovany soubor pomoci tlacitka Browse (vSechny nalezneme v adresafi programu).

X

Home

Navigation
Subscription
Help

W) McAfee ‘ AntiVirus Plus

- B | jii |

J ’ Your computer is secure (no action required)

Firewall: On

Firewall protects your PC against intruders who can hijack your PC or steal personal
information, and polices the information your PC sends and receives. Learn more

Restore Defaults | [ Tum off

)

Manage and create permissions for existing and new programs that require
incoming and outgoing Internet access. Learn more

Add New Program

Program:

C:\Program Files\JeZek software\DUEL\jsw-vzdalena-sprava.exe

Access:

[Full &3

| save | | cancel | |

Connections v |-

=

7. V udaji Access vybereme moznost Full a zmény uloZime potvrzenim tlacitka Save.
v« e &

Manage and create permissions for existing and new programs that require
incoming and outgoing Internet access. Learn more

‘ Add New Program

Program:

C:\Program Files\JeZek software\DUEL\jsw-vzdalena-sprava.exe

‘ Browse...

Access:

cancel | I

Connections o

8. Aplikace McAfee jesté nahlasi, Ze vSe dopadlo OK.

Vzhledem k tomu, Ze program Duel je koncipovan jako databazova aplikace, musime povolit protokoly, kterymi tato
komunikace probiha.

s v

U lokalni instalace staci povolit protokol TCP/IP a konkrétni ¢islo portu 1433.

s vr

Pro sitovy provoz programu Duel musime povolit i protokol UDP a konkrétni &islo portu 1434.
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Povoleni protokol

1) V systémové listé klikneme pravym tlacitkem mysi na ikonu programu McAfee a potvrdime volbu Open
McAfee Antivirus Plus.

2) V zobrazeném okné klikneme na Sipku u moznosti Firewall.

X

# Home

WJMCAfee ’ AntiVirus Plus i= Navigation
Subscription
Help

J ’ Your computer is secure (no action required)

-+

+ Real-Time Scanning: On >
5/29/2011, 4:00 AM

Date of your next scheduled

scan
¥ Frewalton > —
View Security Report

+/ Subscription: Activate by 6/9/2011 >

+ Updates: Current >

Features

Virus and Spyware Prot:tion 2
‘ Web and Email Protection v

Data Protection : v
: Home Network v
j PC Optimization v

3) Nyni po pravé strané potvrdime nabidku Settings.

# Home

W)McAfee' | AntiVirus Plus i= Navigation
m Subscription
? Help

J ’ Your computer is secure (no action required)

+/ Real-Time Scanning:On > A
+ Updates: Current >
+ Firewall: On
« Subscription: Activate by 6/9/2011 >
Features
Virus and Spyware Protection v
‘ Web and Email Protection v
Data Protection v
| Home Network v
j PC Optimization ) v
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4) Ddle rozklikneme Sipku v nabidce Ports and System Services.

AL,

| Home
WMcAfee' ‘ AntiVirus Plus Navigation
Subscription

Help

- | B i |

J ‘ Your computer is secure (no action required)

Firewall: On =
Firewall protects your PC against intruders who can hijack your PC or steal personal
information, and polices the information your PC sends and receives. Learn more
Restore Defaults | | Tum off |

Security Levels ”v
Smart Advice and Advanced Settings . ‘

V Firewall History 2

. Program Permissions v ‘
Connections v
Ports and System Services — Y
Attack Detection v |

5) V zobrazeném seznamu dohleddme protokol Microsoft SQL Server TCP/IP - port 1433, na ktery klikneme
mysi a potvrdime moznost Edit, pokud zde neni uveden, klikneme na tlacitko Add.

2
Home
Navigation
Subscription
Help

W/ McAfee ‘ AntiVirus Plus

- B jii [

J ' Your computer is secure (no action required)

Firewall: On

Firewall protects your PC against intruders who can hijack your PC or steal personal
information, and polices the information your PC sends and receives. Learn more

Restore Defaults | | Tum off |

r Secure Web Server Local TCP/IP HTTPS Web Server Port 3 =
(HTTPS) Port 443 Ports:443
r Mail Server (SMTP) Local TCP/IP SMTP Server Ports
Port 25 Ports:25
- Microsoft SQL Server Local TCP/P Microsoft SQL Server Port
(MSFT SQL) Port 1433 Ports:1433
2 Universal Plug and Local TCPAP UPNP Server Port M
¥ Play (UPNP) Port Ports:5000,2869 =
5000,1900,2869 Local UDP
Ports:1900
r Web Server (HTTP) Local TCP/P HTTP Web Server Port
Port 80 Ports:80 —
B (oo | (oo |
7 Add | | Delete !
Attack Detection v ‘._

|
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6) Zkontrolujeme uvedené hodnoty a ptipadné nastavime dle obrazku, ndsledné potvrdime tlacitkem Save.

AL,

Home

WJ McAfee ’ AntiVirus Plus

Navigation
Subscription
Help

- B jiii [

J ' Your computer is secure (no action required)

Firewall: On

Firewall protects your PC against intruders who can hijack your PC or steal personal
information, and polices the information your PC sends and receives. Learn more

Restore Defaults | | Tum off |

[ I 54 P -
Enter single port numbers separated by commas, or port ranges with dashes, for
example 137-139, 445, 400-5000.

[Locai TcPaP Ports: 11433 |
|Local UDP Ports: [1434 1 B
(Openpartst: [AiFGs ]

Forward port activity to other [~

PCs using Internet Yes
Connection Sharing.Learn

more

[«

Cancel

Attack Detection v ‘ i

|-

7) Nyni jesté zatrhneme ,zatrzitko” u tohoto editovaného protokolu, aby doslo k aktivaci tohoto pravidla,
nabidku opustime k¥izkem v pravé ¢asti.

| Home
WchAfee' ’ AntiVirus Plus Navigation
Subscription

Help

- | B i |

J ' Your computer is secure (no action required)

Firewall: On
Firewall protects your PC against intruders who can hijack your PC or steal personal
information, and polices the information your PC sends and receives. Learn more
[ Restore Defaults } { Turn off J
& HITPS) PON 443 PONS. 443 3 |
r Mail Server (SMTP) Local TCPIP SMTP Server Ports
Port 25 Ports:25
v Microsoft SQL Server Microsoft SQL Server Port
Y (MSFT SQL) Port 1433
v Universal Plug and Local TCPAP UPNP Server Port T
¥ Play (UPNP) Port Ports:5000,2869 HE
5000,1900,2869 Local UDP
Ports:1900 ‘
r Web Server (HTTP) Local TCP/IP HTTP Web Server Port ‘
Port 80 Ports:80 =
| Edit | | Add | | Detete |
Attack Detection v [
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